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Complexity is the
enemy of security. -
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Information and
Communication Flows

Four Risk

Management

Processes / ‘\

4 Respond

Risk Management Process

Source: NIST SP 800-39



Process #1.:
Risk Framing

Produces a Risk Management
Policy that establishes the
foundation for risk-based decision

making.




Hierarchy of Documentation

PROCEDURE

GUIDELINE
NIST CSF. I1SO 27001/2' STANDARD
NIST sp'gpn-53, ETC:

CONTROLS FROM AN EXTERNAL CoNTROL OBJECTIVE 3
LAW, REGULATION OR FRAMEWORK

PoLicY

YOUR COMPANY’S INTERNAL CYBERSECURITY & PRIVACY
COMPLIANCE DOCUMENATION

Ref: Compliance Forge



Risk Appetite & Risk Tolerance

Risk Appetite
pp\ Risk Waivers / Exceptions

Acceptable Risk ' \ / Risk Tolerance
' ‘ Unacceptable Risk
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Process #2:
Assessment
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Trying to explain our current
cyber risk to the board
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KEY PROBLEM:
THIS TYPE OF RISK
REPORTING
DOESN’T RESULT IN
BETTER DECISION-
MAKING.

Severs (5]

Majar (4]

Impact Moderate (3]

Minor (2]

Imsignificant (1]

1 | 2 :
2 | 8 3
16 9 W
i 1

Remota [1) Hara[2] Possibla (3] Probable [4) Expected |5)

Probability



Ransomware - I'T Servers and Endpoints +

SCENARIO DESCRIPTION
Ransomware destroys data on 50% of the organization’s enterprise IT servers and endpoints (desktop and laptop computers).
Affected endpoints and servers are functionally bricked, and require full replacement.
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Process #3:
Respond

. Mitigate




Don’t put a
S10 fence
around a
S5 horse.




Individual Score (1-4) Comparing Scores

Heat Map Significant differences can
Sa m p I e #1 . Evaluating by functional highlight visibility issues
* area provides greater insight and focus areas
A A
CSF Target ' ! ‘
SME INDIVIDUAL FUNCTIONAL AREA SCORES SCORES RESULTS
. ENDPOINT/ COMBINED TIER

P rOfI I e H eat DATA SME CORE SCORE TARGET RISK
IDENTIFY POLICY NETWORK PROTECTION IDENTITY OPs APPs AVERAGE GROUP |smeanpcore  SCORE GAP
Business Environment 3 3 3 2 2 3 2 2 3 1
Asset Management 3 2 2 2 3 2 3 3 3 1]

M a p Governance 3 2 3 2 2 2 2 2 2
Risk Assessment 2 2 2 3 2 _ 2 3
Risk Management Strategy 3 2 2 2 3 2 2 4 (
PROTECT /
Access Control 2 3 TN V& 2 3 2 2 3 1
Awareness/Training 2 3 3 V 2 3 3 3 3 4 -
Data Security 2 f  Mapping highlighted outliers 2 2 3 3 3 0
Protective Process/Procedures 2 and major differences 2 2 2 2 4
Maintenance 3 2 3
Protective Technologies 2 2 3 1 Focus areas

stand out
DETECT (large A)
Anomalies/Events 2 2 4
Security Continuous Monitoring 2 2 4
Detection Process 2 3 3
Threat Intelligence 3 3 3 o
RESPOND
Response Planning 2 2 3 2 3 2 2 4 (
Communication 2 2 3 2 2 2 3
Analysis 2 3 3 2 3 2 3 1
Mitigations 2 3 e - 3 3 3 0
Improvements 3 3 3 3 2 2 1]
Significant differences

RECOVER between Core and Individual
Recovery Planning scores can highlight 3 -

Improvements visibility issues

Communications

FORILLUSTRATIVE PURPOSES ONLY



NIST Cyber Security Framework

Maturity Levels
Sample #2:
CSF Target s-opist
Profile Spider e
Chart e
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Process #4
Monitor
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Recap: Infinite Game

Information and
m Communication Flows
*' 4 Respond

Risk Management Process




NIST Framework for Improving Critical Infrastructure Cybersecurity (CSF)

NIST SP 800-39, Managing Information Security Risk

NIST SP 800-37, Risk Management Framework

FIPS 199, Standards for Security Categorization of Information Systems

FIPS 200, Minimum Security Requirements for Information Systems

NIST SP 800-53, Security and Privacy Controls for Information Systems

NIST SP 800-53A, Assessing Security and Privacy Controls in Information Systems
NIST SP 800-53B, Control Baselines for Information Systems

NIST SP 800-161, Cybersecurity Supply Chain Risk Management Practices

NIST SP 800-30, Guide for Conducting Risk Assessments

Key NIST References

NIST IR 8286, Integrating Cybersecurity and Enterprise Risk Management




CONTINUE THE CONVERSATION

Dan Holland, Cybersecurity Risk Advisor
Coast Guard Veteran

17 years experience
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